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ABSTRACT

Cybersecurityiscomingtotheforefrontoftheconcernsofnations,organizationsandindividuals.
Governmentagencies,bankingsystemsandbusinesseshavebeencrippledbycriminalandmalicious
cyberattacks.Therearemanyexamplesofcyberattacksinregionsoftensionsandarmedconflict.There
arenoimpartialinternationalmeanstoinvestigatetheclaimsandcounter-claimsaboutcyberattacks.
Theinternationalcommunitymorebroadlylacksawaytodealwithcyberattacksinaconcertedmanner.
Anewapproachandcapabilityshouldbeconsideredforcertaincircumstances:cyberpeacekeeping.
Peacekeepinghasproveneffectiveinphysicalspace,andmanyofthesameprinciplesandmethods
couldalsobeappliedincyberspace,withsomeadjustments.Itcouldhelppreventglobalattacks,and
ifanattackweretobesuccessful,itcouldassistwithrecoveryandconductimpartialinvestigations
touncovertheperpetrators.ThepossibilitiesofacyberpeacekeepingteamattheUnitedNationsto
makecyberspacemoresecurearewellworthexploring.
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1. INTRodUCTIoN

1.1. The Challenge
Theworldiseverincreasinglyreliantoninternet-connectivetechnology.Computerspermeatealmost
everyfacetofhumanlifeinmostpartsoftheworld,connectingpeopleinwaysthatcouldnothavebeen
imagined,withthedevelopingworldbecomingconnectedatthefastestrate.Theleveloftechnology
andglobalintegrationisstaggeringevencomparedtojust20yearsago.Thisinterconnectivityisa
causenotonlyofcelebrationbutalsoofdeepconcernforsecurity,aswhatmakeshumanlifeeasier
andmoreefficientalsogivesrisetosignificantvulnerabilitiesandthreats,eventhepotentialfora
massivedownfall.

Attacksonglobalinterconnectivityhavebecomeareality.Deliberateattacksareconductedby
statesorstate-sponsoredentitiesorgroupsornon-stateandcriminalactorswhoseektoinfiltrate
andbringdownsitesandaltertheinstructionsthatcomputersgivetoindustrialmachinery,suchas
centrifuges,damsandevenelectricpowergrids(UnitedStatesComputerEmergencyReadinessTeam,
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2018;IndustrialControlSystemsCyberEmergencyResponseTeam,2016).Alreadywehaveseen
theinternet,includingthepartsofthedeep/darkweb,usedtoinciteriotsandeventoinfluencethe
courseofnationalelections.Forinstance,newevidenceiscontinuallyemergingofRussianattempts
to interfere in numerous elections, including thoseof theUnitedStates andFrance (Greenburg,
2017;Pope,2018).ShortlybeforeRussiainvadedGeorgiainAugust2008,itlaunchedabarrageof
DistributedDenialofService(DDOS)attack,makingGeorgianmilitarymovementsandoperations
somuchmoredifficultanddangerous(Markoff,2008).TheUnitedStatesandIsraellikelyintroduced
malwaretocausebreakdowninIraniancentrifugesatNatanz.Theseexamplesshowhowcyberattacks
havetranslatedintokineticdamage.Oneproblemisthat,despitetheeffects,attributionisdifficult
andinternationalmeansforimpartialinvestigationarelacking.Examplesofattacksareplenty,but
effectiveresponsesarefewandmodest.

Atpresent,theworldreliesonnationalsecurityservicesandcommercialcompaniestohandle
national cybersecurity, and there is no internationalbody toprovide some formof international
cybersecurity.While a fewcountries aredevelopingadvancedcybersecuritymeasures, they still
remainvulnerableandmostcountriesoftheworldhavelimitedcapacitytorespondtocyberthreats.
Moreover,therehasnotbeenacoordinatedinternationalefforttoaddresscybersecurityorcreate
measuresofcommonorcollectivesecurityinglobalcyberspace.Withmanycasesofinternational
andintranationalconflict,cyberattackshavethepotentialofunsettlinganalreadyfragilepeace.This
paperseekstoexplorenewmeansofaddressingcybersecurity,buildingonthecharacteristicsand
successesofpeacekeepinginphysicalspace.Thepaperproposesthattheestablishmentandactivities
ofaUNcyberpeacekeepingunitcouldlessenthethreatofconflicts,helprecovery,maintainbalance
andimprovecyberrelationsinawiderangeofscenarios.Examplesfromthepastthreatscanhelp
illustratethethreatsandthetypesofcaseswherecyberpeacekeepingcouldhelp.

2. eXAMPLeS ANd MULTILATeRAL ReSPoNSeS

In2007,theEstoniacasedemonstratedhowextensivelycyberattackscouldaffectanentirecountry.
TheattackwaslikelyinresponsetotheremovalofaSoviet-ErastatueoftheBronzeSoldierofTallinn.
Thisshowedhowactionsinphysicalspacecanhaveramificationsincyberspace.Theremovalofthe
statuerepresentedtheshiftawayfromEstonia’srecentRussianhistoryanddomination.Russianot
onlyprotestedbut,inalllikelihood,supportedamassivecyberattack.Animpartialdeterminationof
responsibilitywaslacking,andRussiacouldeasilydismissandignoretheallegations.Butitcould
increaseitsthreateningpowerfromthesuspicionswhilealsopunishingEstoniaseverely.

Thewidespreadandlarge-scaleDDOSattackcampaignwasunleashed.Bankswereshutdown,
governmentemployeeswereunabletosendemailstooneanotherandthemediafounditdifficult
topublishstories.RegularlifeinEstoniaturnedtoconfusion,probablywithafewfinalstrokesofa
keyboardfaraway.Onlyaftermucheffortwerecomputerservicesrestored.

InconsequenceEstonia,whichhadjoinedtheNorthAtlanticTreatyOrganization(NATO)in2004,
offeredtohostanewNATOcyberdefencecentre.TheNATOCooperativeCyberDefenceCentre
ofExcellence(NATOCCDCOE)wasestablishedin2008asamultinationalandinterdisciplinary
hubofcyberdefenceexpertisebasedinEstonia’scapital,Tallinn.1Althoughthecentrewascreated
tohelpmeetthecollectivedefenceneedsforitsNATOmembers,theNATOCCDCOEdeveloped
theworld’sfirst,andmostin-depth,analysisontheinternationallawapplicabletocyberattacksinan
armedconflictsituation.2DespitetheimportantcommentaryintheTallinn Manual on International 
Law Applicable to Cyberwarfare(henceforthTallinnManual,currentlyinversion2.0),thelegalities
ofwhatconstitutesacyberattackandappropriateresponseshavenotbeenfullyflushedoutyet.And
theNATOCOEcannotbeconsideredanimpartialinvestigatororupholderofanyinternationalcyber
law,especiallysinceitisbiasedinfavourofNATOandWesterncountries.

A small but more important legal step had been made earlier in Europe. The Council of
Europe drew up in 2001 the Budapest Convention on Cybercrime, the first international treaty
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regardingcybercrime.TheBudapestConventionwasthefirstinternationalattemptofoutliningthe
legaldefinitionsconcerningcybercrimes,whichincludedillegalaccess,interceptionofdata,data
interference,computer-relatedfraudandforgeryandotheroffences.AnAdditionalProtocoltothe
Conventionenteredintoforcein2003,addingthedisseminationofracistandxenophobicmaterialto
thelistofcybercrimes(CouncilofEurope,2003).TheglaringcriticismwiththeBudapestConvention
isthatithasnotbeencontinuallyupdatedtokeepupwithevolvingthreatsandtechnology(Celik,
2017,p.106).InorderfortheConventiontobeeffective,thereneedstobeanevaluationschedule
sonewthreatsandtechnologycanbeadded.

TheTallinn ManualdoesnothavethelegalstatureoftheBudapestConventionbutitdoesdeal
withawiderrangeofcyberattacksandcyberwarfareissues.Itisanauthoritativebutnotaunanimous
legalinterpretationwhenitcomestothedefinitionsandlimitationsoncyberwarfare.Withinfiveyears
oftheTallinnManual1.0,asecondversionwaspublishedandaddressedsomeconcernsraisedafter
thepublicationofthefirstManual(Jensen,2017,p.738).Eventuallymanyoftherulesexploredin
themanualwillneedtobetranslatedintopreciselegalinstruments.

Theconsequencesofcyberattackscanbedire,evencripplingforanattackedstate.Andthey
are happening against NATO member states. But because of the lack of an immediate physical
threat,NATOiswaryoftriggeringtheorganization’sArticle5,whichcallsforNATOmembersto
cometothecollectivedefenceofoneormorememberswhenareunderattack.So,cyberattackson
NATOcountriesandmoregenerallyhavebecomeamoresubtlewayofcausinghavocwithoutmuch
chanceofretaliation(Mustonen,2015).This,ofcourse,isthechallengeofmaintaining,orbuilding,
peaceandlawenforcementbetweentostates.Impartialinvestigationandprosecutionfollowedby
enforcementislacking.

Otherregionalorganizationsarewrestlingwithmeanstosecurethecyberdomain,andsmall
stepshavebeentaken.In2004,theOrganizationofAmericanStates(OAS)adoptedaresolution
titled“TheInter-AmericanIntegralStrategytoCombatThreatstoCyberSecurity,”whichplaced
cybersecurityundertherealmoftheOAS’Inter-AmericanCommitteeagainstTerrorismandcalled
forgreaterregionalcooperation(OrganizationofAmericanStates,2004).TheOAScreatedComputer
SecurityIncidentResponseTeams(CSIRTs)thathandle“alert,watch,andwarning”responsibilities
ineachmemberstate(OAS,2018).Similarly,fortheShanghaiCooperationOrganization,whichis
comprisedofChina,Kazakhstan,Kyrgyzstan,Russia,Tajikistan,Uzbekistan,IndiaandPakistan,
aimstoimprovethepolitical,economicandsecurityrelations,includingcybersecurity,amongst
itsmembers.In2009,theSCOcametoan“AgreementonCooperationintheFieldofInternational
Information Security” (Shanghai Cooperation Organization, 2008). This Agreement lays the
foundationsfortheSCOtocounterdestructivecyberattacksononeofitsmemberstates.Onceagain,it
isnotanimpartialinternationalbodybutagroupingofstates,heavilyinfluencedbyregionalpolitical
agendasandseekingsomemeasuresforcyberdefence.

Thoughnotapproachingtheproblemgloballyorimpartially,theincorporationofcyberdefence
insuchmultilateralallianceshighlightstheseriousnessofcyberthreats.Infact,smallcyberattacks
mightevencausewidercyberwars,iftheattacksescalatetoalliance-levelresponses.Thereisalso
the realpossibility that amajor cyberattackcould incite a conventionalmilitary response in the
physicalworld,particularlyincaseswherecyber-kineticweaponslikeStuxnet(W32.Stuxnet,2017)
aredeployed.Meansandmodelsforcyber-de-escalationneedtobeconsidered.Undoubtedly,someof
thelessonsandpracticesfromconflictmanagementbetweennationsandbetweenarmedpartiescan
applyincyberspace.Oneproposaltoexploreispeaceoperationsincyberspaceorcyberpeacekeeping.

3. KeePING THe PeACe IN CyBeRSPACe

Cyberpeackeepers,possiblyworkingfortheUnitedNationsormandatedbyit,couldpatrolandactin
cyberspaceinasimilarfashionascurrentUNpeacekeeperspatrolandactinselectedconflictzonesof
theworld.Cyberpeacekeeperscouldinvestigatemajorattacksandhackingeventsinaccordancewith
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theirspecificmandates––narroworbroad.Liketheircurrentphysicalcounterparts,theycouldbe
taskedtoreducetensionsbetweenspecificnationsorotherconflictingparties,preventescalationof
cyberwars,andhelpcatchglobalcybercriminals.Theycouldevenassistwithrebuildinggovernmental
computersystemsorcriticalinfrastructure,suchasfinancialandmediaservices,afteradamaging
attack.Eventually,internationalactioncouldbetakentohelpenforcenewcyberrulesafterimpartial
determinationsofthesourcesormodesofanattackaremade.Allthesemeansarecurrentlylacking
intheweaklyprotectedcyberspace.

Theproposal is relativelynew (Dorn, 2017)3 but therewas already somemovement in this
directionatUNheadquarters.In2013,theUNGeneralAssemblyexaminedtheincreasingsecurity
riskofinformationandcommunicationtechnologies(ICT)affectingthesecurityenvironment(United
NationsGeneralAssembly,2013).Alsoin2013,theChiefExecutivesBoardforCoordinationadopted
sevenprinciplestohelpmemberstates“respondtocybercrimeandcybersecurityneedsintheMember
States”and“focusonassistingtheMemberStatestotakeevidence-basedaction”(ChiefExecutives
BoardforCoordination,2014).4

TheUN’sOfficeofInformationandCommunicationsTechnology(OICT)createdin2016a
“DigitalBlueHelmets”(DBH)unitto“enhancecybersecuritypreparedness,resilienceandresponse,”
mostlyforprotectionof theUnitedNationsanditsagencies(UnitedNations,2017a).TheOICT
conductedresearchintopossiblecyberthreatstotheUN’sSustainableDevelopmentGoals.Ithas
envisioned DBH centres to provide the necessary “interdisciplinary cyber-security support and
teachingcentres[to]bringtogetherspecialistsfromaroundtheglobetoaddressavarietyofIT-related
issues”(UnitedNations,2017b).WiththeDBHnameincorporatingtheterm“BlueHelmets”(i.e.,
aninformalnameforpeacekeepers),itforetellsofpossibilitythattheunitcouldpossiblyprevent,
mitigateanddealwithglobalcyberattacksinthefuture.

TheDBHhasnotyetassistedgovernmentstoinvestigatecyberattacksorhelppreventattacks
butithashelpedmakeUNpeacekeepingoperationsmoresecureandhelpedcertainUNagencies,
suchasUNOfficeonDrugsandCrime.

Establishinganinternationalcyberforensicsteamisnecessaryforthecyberpeacekeepingconcept.
ItcouldbebasedontheDBHteamthatisnowgraduallydevelopingmoreexpertise.Manyattacks
aredonethroughhackerswhomayormaynothaveformalaffiliationswithgovernmentsandthose
hackersoftenmaskorchangetheirIPaddress,whichmakesithardertoidentifythem.AsBrenner
(2007,p.420)asserts,determiningwherecyberattacksoriginate“cantakemonthsorevenyearswhen
digitalevidenceisfragileandcandisappearbythetimetheinvestigatorsobtaintheassistancethey
need.”TheDBHteamcouldundertakearolethatwouldhelpwiththeinvestigationofacyberattack
when requested.Thiscould follow theexampleofothergovernmentalorganizationssuchas the
NationalCyberSecurityCentre(NCSG)intheUK,orEuropol’sEC3.ThenewlyformedCanadian
CentreforCyberSecurity(CCCS)mayalsobeapotentialmodelwheretheCCCScollaboratesnot
onlywiththeprivatesector,butalsothoseinacademia(CommunicationsSecurityEstablishment,
2018).Thesegovernmentalorganizationsprovidesupportforcybercrimeinvestigations.

AsoutlinedbyRobinson,etal(2018,p.3),afutureDBHteamcouldbecomprisedofpersonnel
assigned by Cyber-Contributing Countries (CCCs), Cyber-Contributing Organizations (CCOs),
volunteerexpertsandUNcyberstaff.Thismixofcyberstaffloanedandvettedfromvariouscountries,
internationalorganizations,theprivatesector,non-governmentalorganizationsandacademiacould
engage in selected projects according to their expertise and impartiality. Although the pool of
potentialpersonnelmayappearlarge,findingwelltrained,andspecialisedstafffromcountriesand
organizationsmaybeachallenge.However,theUnitedNationshasovercomesuchproblemsinthe
pastwhenassemblingpeacekeepingoperations,fact-findingmissionsandinspectionbodies.

In the future, as cyberpeacekeepers gain experience and help from advanced cyber nations
(includingexpertsonloan,asisdoneinphysicalpeacekeeping),theycouldhelpinreal-timetostop
cyberattacks,mitigatetheimpactofsuchattacksandassistinre-establishingnormalcybyreversing
theeffectsoftheattacks.Cyberpeacekeeperscouldalsomonitortheircyberareaofresponsibilityto
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theextentpossibletopromotealastingcyberpeacebetweentwocountries(Robinson,etal.,2018,
p.6).TheUNcyberrescuecrewcouldhelpmembersoftheinternationalcommunityintimesof
urgentneed.

TheUNwouldhave todefine theparameters of the cyberpeacekeeping force and its cyber
areas of responsibility, which could change with demand. It would have to define the how the
cyberpeacekeepingunit“couldoperateinconflictandnon-conflictareasincyberspace”(Akatyev
&James,2017,p.33).TheUNcyberpeacekeepingforcecouldbeexpandedtoinvestigatemassbot-
generatedpropaganda.Inanycase,theforcewouldneedthecooperationofkeyUNmemberstates
andnationalorganizations.

Therecouldalsobearesearchanddevelopmentdimension.Exploitsandmalwareseekweaknesses
withincodeandevenwithhumannature—forinstance,simplecasesofnotupdatingsoftwareand
websiteplugins,orevenclickingonanattachmentinane-mailwithoutthinkingoftherisks.One
possibilitywouldbetoassistinthedevelopmentofcyberprotocolsforgovernment,andothersectors.
Thiscouldstartsimplywithseminarsonstraightforwardmeasuresinensuringthatapotentialoutbreak
canbecontained.ItwilltaketimefortheUNandtheinternationalcommunitytocreatebindingglobal
standardsandrules,startingthoughdeclarationsandresolutionsandmovingontotreaties,tomake
certaincyberattacksillegalglobally.5Inaddition,cybersecuritymeasurescouldbetakenbetween
statesbilaterallyorinsmallgroups,withcyberpeacekeepersplayingaroleintheimplementation.

Of course, oneof the limitationsof the international order, and an avenue that needs tobe
developedfurther,isenforcement.Adefensivecyberforcewouldrequirerulesofengagementthat
mayormaynotbelimitedtothedigitalrealm.Adefensiveactioncouldbetosimplyblockattacks
comingfromacertainIPaddressorgroupsofIPaddresses,butitcouldalsomeandealingwiththe
attackersincyberspaceoreventhephysicalseizureoftheircomputerequipmentthroughnational
lawenforcementagenciesafterdeterminingtheattack’spointoforigin.Anoverviewofthepotential
rangeofcyberpeacekeepingtasksisgiveninFigure1.

AcyberpeacekeepingoperationcouldbeapprovedbytheSecurityCouncil,justastheCouncil
approvesapeacekeepingoperationinthephysicaldomain.Inaddition,acyberoperationcanbe
approvedalongsideaphysicaloperationorbeapartofit,particularlyifthephysicalconflictincludes
cyberattacks.Iftheconflictisentirelyinthecyberrealm,apurelycybermissioncouldbeinstituted.
WhileUNactionagainstmajorpowersisunlikely,duetotheirveto,therehavebeenimportantcases
wheretheyhavecalledforUNassistancetoresolvedisputesbetweenthem,e.g.,theCubanMissile
Crisisof1962(DornandPauk,2009).Moreover,therearecasesinconflictregionsandevencurrent
peacekeepingoperationswhereacyberpeacekeepinginitiativeisneeded.Theprevalenceofthese

Figure 1. Possible UN cyberpeacekeeping activities
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cyberattacksinthepresent-dayworldalsoprovidesincentivefortheaffectedcountriestoseekout
assistancefromacyberpeacekeepingthirdparty.

4. CyBeRATTACKS IN CoNFLICT ReGIoNS

Ifwelookattheattacksofthepast,wecanseecaseswhereacyberpeacekeepingcapabilitywould
havebeenuseful.Forinstance,NorthKoreaisbelievedtobebehindcyberattacksdirectedatbanks
inatleast18countries,accordingtotheRussianfirmKaspersky(Pagliery,2017),whichitselfis
suspectedofbeingundertheinfluence,ifnotcontrol,ofanauthoritarianstate(Robertson&Riley,
2017).So,onceagain,animpartialmeansofinvestigationwouldbehelpfultoexaminethepreliminary
dataandinvestigatefurther.Justasphysicalpeacekeepingusessoldiersborrowedfromnations,the
cyberpeacekeeperteamscouldconsistofcyber-warriorsandexpertsdrawtogetherfromnationstates
foraparticularmissionortimeperiod.

AUNcyberpeacekeepingforcecanassistintrackingdownthevectorsofattackandevenpointof
originandcreatetheframeworkforlegalordiplomaticaction.Thethreat,andrealityof,cyberattacks
are a global threat and reality. States should bear a degree of responsibility if an international
cyberattack, like any attack, originates from their state (Couzigou, 2018).But great expertise is
neededtopinpointthecourseofattacks.

Israelwastargetedinacyberattackin2009duringitsoffensiveintheGazaStrip.Itisbelievedthat
itwascarriedout“byacriminalorganizationfromtheformerSovietUnion,andpaidforbyHamas
orHezbollah”(Pfeffer,2009).Butthesearesimplyallegations,onesthatneedtobeinvestigatedand
verified.Particularly,iftheallegationsareusedtolaunchmilitaryattacks,itisimportanttohave
someinternationalverificationprocess.Suchaverificationprocessneedstobeindependentlyrun
byanimpartialbody,suchastheUnitedNations,evenifitreliesofinputsfrommembernations.

Cyber incidentscanalsoaffectcountries thathostUNpeacekeepingmissions.For instance,
cyberattacks started in the late1990sbetween IndiaandPakistan,whichhost inKashmiraUN
observermission(Vatis,2001),whichitselfmustbeprotected.Theattacksbetweenthenationsin
the1990smaybesimpleandcrudecomparedtowhatishappeningnowglobally,butIndianand
Pakistanihackershavecontinuedtohonetheirskills.InJanuary2017,Indianhackersarebelieved
tohaveattackedMultanInternationalandKarachiairportwebsitesandeveninstalledransomware,
amalwarethatencryptsacomputer’sharddriveuntilaransomispaid,usuallyinbitcoinsorother
digital currency (Shekhar, 2017).This should cause concern, because if an international airport
weretobelockedoutoftheircomputerserversitwouldcausehavocandincreasesignificantlythe
chanceofcasualties.Thenboththephysicalandthecyberpeacekeepingforcewouldneedtoactin
aconcertedfashion.Inaddition,apeacekeepingmissioncouldalsofinditselfsubjecttoattack,soa
staunchcyberdefencewillbeneeded.

Oneofthemainconcernsofpoliticiansandsecurityofficialsisamajorcyberattackthatcripples
the country’s power grid, causing many additional catastrophes. A glimpse of this was seen in
December2015,whenacyberattackonUkrainianutilitiesresultedinapoweroutagethataffected
morethan225,000customers.TheUSgovernmentlaterconcludedthatthepowergridshutdownwas
acyberattack.iSightpartners,nowFireEye,concludedthatitwascarriedoutbyaRussiangroup,
AdvancedPersistentThreat,referredtobythecybersecuritycommunityas“Sandworm”(Volz,2016).
AstudydonebytheElectricityInformationSharingandAnalysisCenter(2016,p.5)concludedthat
theperpetrators“perform[ed]long-termreconnaissanceoperationsrequiredtolearntheenvironment
andexecuteahighlysynchronized,multistage,multisiteattack.”Thisattackwasplannedforsome
timebeforeitwasexecuted.Regardless,theverificationprocessofwhichactorcarriesoutthese,or
future,cyberattacksisessential.

Asmentioned,theverificationoftheattack’spointoforigincanbeastartingpointforthelocal
andinternationalauthoritiestoactagainstsuchperpetrators—provideditwasnotsanctionedbya
veto-wieldingmemberoftheUNSecurityCouncil.Buteventhatstate’svetoofacyberinvestigation
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couldpointtoitsinvolvementorpatronage.Andifthecyberattackwassanctionedbyanotherstate
oranon-stateactor,suchasaterroristgroup,additionalactionscanbetakentomitigateorpunish
thisactivity.

Unfortunately,theglobalcyberthreatisunlikelytodiminish,butwillincreasewithtimeinboth
thequantityandcomplexityofattacks,unlesssomemeansarefoundtopreventit.Thisisespecially
trueforthevolatileMiddleEastandfortheongoing(anddeepening)conflictwithIran.

5. SToPPING eSCALATIoN To A FULL CyBeRWAR

ManybecameawareofthecyberthreatsagainstnationsaftertheattackonEstoniain2007.The
world’sattentionwasrefocusedin2010ontargetedattacksbywhatwouldotherwiseseemtobean
inertvirus–StuxnetthattargetedIran’snuclearprogrammeattheNatanzfacility.Thisvirusspread
itselftoseveralcountries,butifaninfectedcomputerwasnotthetarget,itwoulddonothing.

StuxnettargetedProgrammableLogicControllers(PLC)whichareusuallyusedforindustrial
purposes(W32.Stuxnet,2017).TheprevalenceoftheconcentrationofthemalwareinIranandhow
themalwaretargetedPLCsbuiltbytheGermancompanySiemensdemonstratedthatthismalware
wasasurgicalweapontocrippleIran’snuclearprogrambygoingafterthecentrifugesatoneofthe
country’snuclearfacilities.Stuxnetcanbeseenasanimprovementorcomplementtoconventional
attacksduetotheprecisionandreductionofhumancasualties.AfterhundredsofUraniumcentrifuges
weredamaged,suspicionsarosethattheUnitedStatesandIsraelwerebehindtheStuxnetattack(Katz,
2010).Inanycase,forcesfromwithinIraninitiatedattacksoftheirown.

In2012and2013, twomajor attacks seem tohaveoriginated from Iran, signalling that the
countrydevelopeditsowncyberwarfarecapabilityinthewakeoftheStuxnetattacks.In2012,over
35,000computersofSaudiArabia’sArmacocompanyhadtheirdatapartiallywipedordestroyed
(Mount,2012).Theninaseparateattackin2012,halfadozenAmericanbanksweretargeted,and
theircustomerswereunabletologintotheiraccountsonline(Perlroth,2012).In2013,hackerswere
able togainaccess tocommandandcontrolsystemofa20-footflood-controldamontheBlind
BrookinRyeBrook,NewYork(Thompson,2016).Thehackingofthisdamwouldnothavecaused
sizeabledamageifthedamwatersweretohavebeenreleased,butitdidraiseconcernsintheUnited
Statesgovernmentaboutthepotentialramificationsifahackerweretoseizecontrolofalarger,more
criticalinfrastructure–somethingsimilartowhatoccurredinUkrainetwoyearslater,whenasizeable
portionofUkraine’spowergridwasshutdownbecauseofsuccessfulhacking.

Althoughnationsrarelyadmittocarryingoutcyberattacks,theabovegivesaglimpseofwhata
fullcyberwarcouldentail.Whenthesourcesofattackscanbeidentified,oratleastevidencegathered,
byanimpartialactor,thechancesofanattackandofescalationwouldbeless.Andthepossibilitiesfor
internationalinterventionwouldbegreater.Theremaybesituationswhereinterventionisessential,
suchasafull-scalecyberattackonacountry’scyber-linkedinfrastructure,e.g.,powerplants,airand
roadtrafficcontrols,flooddefencecontrolsandthefinancialsector.

CyberattackscarriedoutintheMiddleEastcouldpossiblyescalatetoapossiblepointofno
return.TheUnitedStatesandIsrael,withIraninopposition,couldhavetargetedsensitiveandcritical
infrastructureinaseriesofadditionalcyberattackexchanges.Themitigatingforceinthiswasthe
restraintdemonstratedbythethreecountries.However,whathappensifthestatesinvolvedinthenext
exchangeofcyberattacksdonotdemonstratethesamelevelofrestraint?Afutureexchangecould
becomethecyberequivalentoftheCubanMissileCrisis.Inthatcrisis,theinterventionoftheUnited
Nationsprovedcrucialtonon-violentconflictresolution(Dorn&Pauk,2009).

Unfortunately,itisnotjuststateactorsthatcandragtwoormorestatesintoacyberconflict;
hackergroupscandestabilizetheinternationalcyberorderbycarryingoutattacksoninfrastructure
duringtimesofheightenedtensionsbetweentwostates.

This might be mitigated by a cyberpeacekeeping force as it will provide assurances to the
internationalsystemthatthereisacheckandbalancetotheseattacksandanavenuetopursue,and
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helpforvictimsofcyberattacks.Itcanprovidemechanismsthatcanidentifyathreatandpossibly
mitigate,andrepair,damagethatwasdone.

6. WHAT WoULd SUCH A FoRCe LooK LIKe?

TheUNcyberpeacekeepingforcemustbemalleableandbeabletosolveavarietyoftheworld’s
cyberdefenceissues,notmerelyonemalwareorvirusatatime.EspeciallywhenUNmemberstates
furthercodifyalegalsetofrulesthatclearlydefinewhatacyberattacklookslike,cyberpeacekeeping
couldhelpenforcethoserules.Forexample,thecyberpeacekeeperscouldhelpverifythat,intimes
ofpeace,nostateattackstheinfrastructureofanotherandthatnationalenforcementmeasuresare
takenbyastateifacitizenwithinthestateisfoundtobetheculprithacker.Tofurtherthepoint:ifa
RussianhackerisfoundtobeattackingtheUSgovernment,theRussiangovernmentcouldprovide
verifiableassurancestotheUnitedNationsthattheculpritwouldbearrestedanddulyprocessed
throughthelegalsystem.TheUnitedNationscouldthenverifyifthishasoccurred.Thiswill,atleast,
putmorepressureongovernmentstoholdhackersaccountable.Ofcourse,itwillneedthesupport
ofmanyothergovernmentstoapplypressure,astheUnitedNationsseekstodoinmanyareas,such
ashumanrights,democracyandsupportofpeaceprocesses.

Cyberpeacekeepingcanbedoneinconjunctionwithregionalgroupsthathavecyberdefence
initiatives.Through thecooperationof these regional initiatives, suchas thosedoneby regional
organizations,theUnitedNationscanoutlinewhatanaggressivecyberattackinpeacetimeisona
globallevel.Thiswouldassisttheinternationallegalframeworktodefineacyberattackandthen
helpimplementinternationalresponses.

7. oBSTACLeS

TheprospectforaUNcyberdefenceinitiativedependsonUNmemberstates.Theymustaskfor
it.Butnationalcyberdefenceandoffencearecloselyguardeddomainsofintelligenceandmilitary
agencies.Bysharingcyberdefensivestrategiesandcodeswithothermembersoftheinternational
community,theUnitedNationsmightmakeperpetratorsmoreawareofthosemeasures.Thesame
goesforidentifyingattacks:therewillbeadaptation.SomememberstatesmightnotwanttheUnited
Nationstohavethepowertolaunchinvestigationsintocyberattacksandespionageactivitiesasthey
wouldbeatriskofbeinguncovered.

Oneofthefundamentalproblemsisthattherearemillionsofcyberattacksamonthanditwould
bedifficulttopreventmanyofthoseattacksbecauseofthesheernumber.However,theUNcyber
defenceinitiativewouldonlybeoneactortoserveasawatchfulguardianincyberspace.Therecould
bepartnershipswithothercyberdefenders,thoughthismightfaceobstacles.Forone,apartnership
withcertainstatesmaynotbefruitfulsinceforinstance,China,RussiaandtheUnitedStateswould
behesitanttosharecybersecretsorevenalerttheUNofcyberattacksthattheycarryoutinmost
circumstances.However,theUNcyberdefenceinitiativecouldseekoutpartnershipswithmultilateral
organizationssuchastheShanghaiCooperationOrganizationortheresponseteamscreatedbythe
OAS.Whenitcomestopartnershipswithindustry,thisalsomaybefraughtwithconcernsoverstate-
influenceaswehaveseenwithKasperskyLabs(Robertson&Riley,2017).Still,therewouldbe
plentyofopportunitiestoexplorepartnershipswiththewiderangeofactorsandnations,gradually
buildinganetworkoftrustedexpertise.

TheUnitedNationshasattemptedtodefinewhatcybernormsshouldbefortheworldstage,but
thoseeffortshavenotbeenentirelyfruitful.Foryears,theUnitedStateshopedthattheeffortsthatit
hadputinplacewouldbesufficientasasetofnormsforthegovernanceofthecyberdomain(Grigsby
2017,pp.111-112).Russiaarguedthatnewtechnology,suchastheinternet,shouldrequireanew
treaty,buttheUnitedStatesopposedthatposition(p.112).Neithercountrytruststheotherwiththeir
cyberintentions.In2013,theUNGroupofGovernmentalExpertsonDevelopmentsintheFieldof
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InformationandTelecommunicationsintheContextofInternationalSecurity(GGE)putforwarda
numberofcybernorms,forexamplethatinpeacetimenocountryshouldcarryoutcyberattackson
anotherandthatsuchactivityshouldbereported(GGE,2015,p.2).Itisobviousthatabodyneeds
tobecreatedtowhomsuchreportscanatleastbesent.

ThecreationofacyberpeacekeepingunitattheUnitedNationswouldmeanthatcountriesseeking
waystode-escalateacyberconflictwouldhaveameanstoverifyanagreementor international
standards.TheGGE,afterseverallandmarkreports,wasunabletoreachconsensusinJune2017
but,in2018,theHigh-levelPanelonDigitalCooperationwasestablished(UnitedNations,2018).
Thispanelalsoaimstoimprovedigitalcooperationamongstcountries,privateenterpriseandother
stakeholders.Cyberattackswillundoubtedlybeanissueforthispanelandcyberpeaceoperations
couldserveaspartofthesolution.

Moregenerally,nationshavecededpartoftheirsovereigntytotheUnitedNationswhenthey
signedtheUNCharter.TheSecurityCouncilhasbeengiventhelegalrightandresponsibilityto
maintaininternationalpeaceandsecurity.TheSecurityCouncil,andtoalesserextenttheUNGeneral
Assembly,hasoften responded toworldcriseswithvarious typesofpeaceoperations.The first
peacekeepingforce,theUnitedNationsEmergencyForce,wascreatedtorespondtothe1956Suez
Crisis,whichithelpedresolve.Alreadyformanyyearspreviously,theinternationalcommunityand
theproposersofUNEFhadwrestledwithhowtoapplymilitaryforceunderinternationalcontrol.
Similarly,deliberationsforacyberpeacekeepingrolecanallowtheavenuestobeexploredbeforethe
crisisorconflictcriesoutforaUNrole.Acyberpeaceoperation(cyberpeacekeeping)mayserveas
thetoolinaworldincreasinglydefinedbycyberinteractions.

Aswehaveseenwiththecreationofregionalcybersecurityinitiativesinregionalorganizations,
cybersecurityisrecognized.Buttheyareregionalattempts,notglobalones.HavingaUNcybersecurity
peacekeepingforcemayseemtobeahugeleap,butcaneasilybeasimplesteptowardensuring
internationalpeaceandcybersecurity.

8. CoNCLUSIoN

Therearenumerousavenuesforthenationsoftheworldtocollectivelyengageincyberdefence.The
UnitedNations,astheworldorganizationresponsibleforinternationalpeaceandsecurity,couldbe
pivotal.Eventhoughtheconceptofdigitalpeacekeepingisnewandnotfullydeveloped,theUnited
Nationscanhavearoletomotivatememberstatestolookatcollectivecyberactionthroughtheworld
organization.Cyberattacksarenotgoingaway,buttheywillcontinueandevolveinsophisticationand
damage.TheseattackshavealreadycrippledEstoniain2007andalitanyofwidelyrangingattacks
haveoccurredinIndia,Israel,andPakistan,tonameonlyafew.Similarly,theUnitedNationswill
needtoevolve itsapproachtocurrentandnear-futurecyberattacks.Nolongercanpeacekeeping
operationsinthephysicalspaceignorecyberthreatsagainstthemissionsoragainsttheconflicting
partiesonthegroundwhomtheUnitedNationsseekstomoderate.Thesafetyoftheinternational
personnelinforeignlandscouldbeatstakeasthesecyberattacksbecomemoresophisticated.Similarly,
thenationsoftheworldwouldbewisetoexploreUNactionincyberspacetoprotectthemselves
collectivelyandthusmakethepeoplesoftheworldsafer.
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eNdNoTeS
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