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In the twenty-first century, cyberwar has 
become more prevalent than physical 
war. Cyberattacks and cyberconflicts 

are now a regular part of the global Inter
net, including attacks through the “Dark 
Web.” Given hacking by adversarial states, 
criminal groups, and malicious individuals, 
new strategies are needed to manage this 
global problem. This paper introduces and 
explores the new concept of cyberpeace
keeping. Cyberpeaclceepers, possibly work
ing for the United Nations or mandated by 
it, could patrol and act in cyberspace just as 
current UN peacekeepers patrol and act in 
the world’s conflict zones. Cyberpeacekeep
ers could investigate major cyberattacks and 
hacking events. They could help contain 
conflict between nations (and potentially 
between other conflicting parties as well), 
prevent escalation of cyberwars, and help 
catch global cybercriminals. Eventually in
ternational action could be taken to enforce 
new cyberrules, which are currently lacking 
in weakly protected cyberspace. The ob

stacles to such a proposal from within and 
outside the United Nations are addressed in 
this paper in order to explore feasible future 
roles for cyberpeackeepers.

Cyberpeacekeepers could investigate 
major cyberattacks and hacking events.

They could help contain conflict between 
nations (and potentially between other 

conflicting parties as well), prevent 
escalation of cyberwars, and help catch 

global cybercriininals.

Cyberwar, cyberespionage, and cybercrime 
are now part of our planetary landscape. Un
fortunately, many nations, organizations, 
and individuals routinely violate national 
and international laws in the ungoverned or 
weakly governed domain of cyberspace. Na
tions have nefariously attacked other nations 
not only to steal secrets, influence elections, 
and discredit persons, but also to bring down 
the Internet sites of government ministries, 
banks, and media. In our interconnected 
world, almost everyone suffers at some point 
from hackers who spread viruses or from na
tions that illegally pry into personal privacy 
through overreaching surveillance programs. 
Cyberpeacekeeping is proposed as one means 
to deal with various forms of cyberconflict.1

From Physical Space to  
Cyberspace
Just as peacekeeping has become an indis
pensable tool to deal with physical con-
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flict, cyberpeacekeeping can help manage 
cyberconflict. The world needs impartial 
investigators of criminal hackers and nefari
ous attackers, as well as protectors against 
attacks on electronic devices of individuals. 
Cyberpeacekeepers could be “deployed” by 
the United Nations in the digital world with 
specific mandates and capabilities, carrying 
out analogous functions as physical peace
keepers, through surfing the Internet at well- 
equipped computers instead of patrolling in 
armored vehicles. They would monitor the 
vague “digital borders/boundaries,” prevent 
or warn of impending attacks, investigate 
violations (including cybercrises that result 
in widespread computer data loss endan
gering lives and livelihoods), and mediate 
between conflicting parties. They could 
help find acceptable terms for “cybercease
fires,” develop “cyberpeace agreements” to 
end conflicts, and oversee “safe layers” for 
“netizens” to be freer from viruses and at
tackers. Cyberpeacekeepers could also assist 
with national (cyber)infrastructure devel
opment, particularly in countries that are 
most vulnerable, just as their counterparts 
in current peacekeeping engage in nation 
building. They could educate national cy
berofficials, promote the rule-of-law more 
generally, and help bring more order to the 
weakly governed cyberspace. New norms 
and international agreements could be es
tablished by nations with the help of cyber
peacekeepers.

Though a mapping from traditional 
peacekeeping to cyberpeacekeeping is not 
exact, the rough analogy can extend fur
ther, with the humanitarian action of the 
physical peacekeepers being translated into 
assistance to victims of cyberattacks. The 
Protection of Civilians, which is now a 
part of twenty-first-century peacekeeping, 
could (as mentioned previously) translate 
into the defense of innocent users of cyber
space (“netizens”). Cyberpeacekeepers, for

instance, could oversee “safe areas” (e.g., 
secure, well-guarded servers or domains) 
where services are better protected from at
tack and abuse, and offer software fixes to 
parties subjected to ransomware or website 
attacks. 2 Further extending the analogy, they 
could be involved in demining by removing 
“cybermines,” the dormant malicious soft
ware activated by unwitting users, or other 
cyberweapons. In sum, a “virtual peacekeep
ing force” could help secure our increas
ingly vulnerable world as it becomes more 
digital.

UN Practice and Aspirations
The term “digital peacekeeper” is being dis
cussed at the United Nations but with a 
different meaning: a physical peacekeeper— 
military, police, or civilian—in conflict 
zones equipped with advanced digital 
equipment, such as body cameras, night vi
sion, advanced computer communications, 
and augmented-reality devices to view phys
ical space. In the present proposal, however, 
cyberpeacekeeper means an authorized in
dividual doing tasks like those described 
previously in cyberspace.

A deeper engagement with digital defense 
is already needed in regular peacekeeping 
operations. Given that UN missions are 
vulnerable to attack and cyberespionage, es
pecially when it comes to their information 
about UN adversaries, countermeasures 
need to be taken not only to prevent escala
tion of parties, but also for the mission’s own 
protection. The UN is slowly developing 
the necessary infrastructure and procedures 
to protect sensitive information and to pre
vent break-ins, but the cyberpeacekeeping 
role would be much more proactive in that 
sense.

There are already indications that the 
United Nations sees a future role for it
self in cyberpeacekeeping. An example is
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its recent introduction of the term “Digi
tal Blue Helmets” (DBH), in analogy to 
physical UN peacekeepers (known as “Blue 
Helmets” because of the color of the head 
gear). The UN’s Office of Information and 
Communications Technology (OICT) also 
writes that it is leading efforts to “enhance 
cybersecurity preparedness, resilience, and 
response.”3 These efforts, however, remain 
aimed at threats to the organization itself, 
not to the world more generally. This could 
be extended in the future, once a cadre of 
cyberprotectors is developed and the UN 
member states call on the UN to provide 
such service. OICT writes, “Ultimately the 
program will support the United Nations’ 
efforts in the areas of peace and security, 
sustainable development, international law, 
human rights, and humanitarian though co
ordinated policy development, monitoring, 
response, and mitigation strategies.” OICT 
has conducted some preliminary research 
on cyberthreats to the Sustainable Devel
opment Goals.4 And under the category of 
“Research,” OICT envisions “DBH Opera
tions Centres” providing “interdisciplinary 
cybersecurity support and teaching centres 
that bring together specialists from around 
the globe to address a variety of IT-related
• ”5issues. 0

There are already indications that the 
United Nations sees a future role for 

itself in cyberpeacekeeping.

The United Nations is also examining 
its potential role in preventing terrorism in 
cyberspace. The United Nations Counter- 
Terrorism Centre, for instance, has plans to 
help requesting member states to be “better 
able to prevent terrorist cyberattacks, and 
mitigate the effects and expedite recovery 
should they occur.”6 The UN’s Department

of Peacekeeping Operations (DPKO) is al
ready a part of the associated UN’s Counter- 
Terrorism Implementation Task Force.' But 
efforts to counter cyberterrorism and cyber
warfare are all at a preliminary stage.

NATO is much more advanced in this 
domain, though it mostly sticks to research 
and cooperation within the alliance. It es
tablished in 2008 a NATO Centre of Excel
lence (COE) on Cooperative Cyber Defence 
as a multinational and interdisciplinary hub 
of cyberdefense expertise, based in Tallinn, 
Estonia,8 which collects specialists from 
around the world to collaborate and share 
on cyberthreats. The COE also developed 
the Tallinn Manual, the first and most in- 
depth analysis into how international law 
applies to cyberattacks.9 The center, how
ever, exists primarily to meet the collective 
defense needs of NATO members and has no 
counterpart in the collective security regime, 
where the United Nations has primary re
sponsibility for the maintenance of interna
tional peace and security (in a global sense). 
However, given the complexities involved, 
a cyberattack on one NATO country might 
not trigger NATO’s Article 5.10

Fortunately, some principles do exist on 
the global level. The UN Human Rights 
Council has confirmed that “the same rights 
people have offline must also be protected 
online,”11 while others have written about 
the human rights and emerging law of cy
berspace.12 The United Nations has already 
adopted seven principles for action on cy
bercrime and cybersecurity on which to 
build. The seven cyberpillars, adopted by 
the Chief Executives Board for Coordina
tion in 2013, reflect a UN-system-wide ef
fort to standardize policy, encouraging UN 
programs to help member states address 
“cybercrime and cybersecurity needs,” and 
“take evidence-based action.”13

Despite the cyberprinciples and DBH 
concept, the UN Secretariat is reluctant
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to advance new roles for itself without be
ing asked by UN member states to take on 
such positions. It is therefore necessary to 
increase the awareness of member states, as 
well as the world more generally, about the 
possibilities of cyberpeacekeeping. More re
search and consultation is needed to get a 
sense about how the concept might work in 
practice.

Much of the expertise for cyberpeace
keeping will need to come from the UN’s 
member states. In depth knowledge of so
phisticated viruses, spear phishing schemes, 
the “dark web,” and national cyberwarfare 
capabilities are carefully honed capabilities 
that the UN does not currently possess. Just 
as nations already offer the United Nations 
their specially trained soldiers and other 
prized national assets, so too these nations 
could provide their cyberexperts on loan 
(secondment) to the world organization—- 
as long as they are impartial and not instru
ments of narrow national interests. This is 
the common standard for international civil 
servants, seconded and gratis personnel, as 
well as expert panelists that currently do in
tense investigative work for the UN Security 
Council. But more is needed: a stronger in
ternational cybersecurity regime.

The Longer Term Vision: 
Enforceable Law
The United Nations could eventually nego
tiate and codify new binding standards and 
rules to make illegal specific types of cyber
attacks, including those described in the 
Tallinn Manual. Moving from declarations, 
expert recommendations, 14 and resolutions 
to treaties (such as the proposed Digital Ge
neva Convention) , 15 however, the question 
remains how to secure compliance with the 
rules.

At present, the main compliance mecha
nisms are simply the pressure of other states

and the negative publicity of media reports. 
If more impartial UN evaluations of attacks 
become used, such pressure would increase. 
Eventually, the United Nations would need 
to enforce its digital decisions with the pow
ers in Chapter VII of the UN Charter, which 
include the strong measure of “complete or 
partial interruption o f . . . means of com
munication.” 16 The Security Council could 
conceivably place cyberlimits on nations or 
organizations that use the Internet for hate 
crimes, for cyberwarfare, and for interna
tional cyberlaw violations more generally. 
Admittedly, this may be politically difficult 
because several nations who have engaged 
in cyberwar serve permanently on the UN 
Security Council. Enforcement is also dif
ficult because cyberspace allows violators 
much room for anonymity. Still, even mod
est UN measures could make it more diffi
cult for “cyberwarriors” and “cyberthugs” to 
carry out their nefarious activities and could 
eventually lead to the arrest of the extreme 
violators.

Should the cyberpeacekeepers themselves 
have the option to use force? If the analogy 
to the physical domain applies, the rules for 
ethical use of force would also carry over. 
The third of the three principles governing 
peacekeeping, in place since inception, is 
the use of force in defense of the mandate 
(and self-defense) . 17 So by analogy, cyber
peacekeepers could, in theory, apply force 
defensively. Furthermore, the just war tra
dition specifies criteria for the use of force 
that could conceivably be applied to cyber
force: just cause (defense of self or others 
against cyberattack), legitimate authority 
(the UN Security Council or another prop
erly constituted international organization), 
right intent (defense and justice), propor
tionality (responsive action in proportion to 
the threat or the magnitude of the original 
attack), net benefit (so the positive repercus
sions outweigh the negative ones), and right
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conduct (according to a well codified set of 
“cyberrules of engagement”). It seems it is 
possible to construct rules for the use of de
fensive cyberforce.

Because quick responses may be needed 
to prevent or stop cyberattacks, the potential 
actions of cyberpeacekeepers may need to be 
explicitly mandated. This might include the 
right to block sites or accounts that launch 
cyberattacks or exhibit extreme breaches of 
Internet rules—beyond “netiquette” infrac
tions to those committing criminal acts. 
For instance, when a distributed denial of 
service (DDoS) attack is being carried out 
against an innocent website or service, the 
cyberpeacekeeper could take measures to 
stop such an attack, including diverting 
some of the abused website queries or un
covering and stopping the electronic source. 
For instance, the WannaCry ransomware vi
rus that debilitated some 200,000 comput
ers in over 70 countries was stopped from 
further damage (especially in North Amer
ica) because a “malware tech” in the United 
Kingdom activated the “kill switch” embed
ded in the virus’s software.18

Where in the United Nations would 
such cyberpeacekeepers be placed? Given 
the acrimonious debates between nations 
in the International Telecommunications 
Union (ITU), it might not be the best lo
cation for a cyberpeacekeeping capacity, 
though the IMPACT partnership initiative 
showed how a new organization could be 
modeled on an established organization,19 
namely, the US Centers for Disease Control 
and Prevention (CDC). Perhaps UN head
quarters in New York could take the lead, 
accustomed as it is to conducting impartial 
investigations and to the sensitivities of na
tions. The OICT already has a preliminary 
vision (DBH) and has regional technology 
centres in different parts of the world. Fur
thermore, cyberinvolvement is becoming a 
greater part of regular peacekeeping.20 But at

the UN, cyberpeacekeeping remains largely 
unexplored.

The Obstacles
So far, member states have not asked the 
United Nations to perform cyberpeacekeep
ing duties, possibly owing to the newness of 
the concept.21 There may be, however, addi
tional reasons for such national reluctance, 
such as fears that the UN cyberpeacekeepers 
might uncover and expose the secret activi
ties of certain states in cyberspace that are 
closely linked to intelligence gathering and 
global spying. UN cyberpeacekeepers might 
expose a pattern of cyberattacks, not just the 
known and admitted ones (such as the Stux- 
net “digital weapon” used to attack Iranian 
uranium-enrichment centrifuges22) but also 
clandestine ones.

More powerful states in the international 
system have been reluctant to declare a right 
to offensive cyber operations, even if done in 
response to attacks. This is a wise approach 
to help avoid outright wars in cyberspace. 
Several nations, however, still conduct cy
berwarfare clandestinely; there is evidence 
to suggest the existence of cyberwarfare be
tween certain countries: Russia and various 
countries (Georgia, Estonia, and possibly 
the US and several European countries); 
Pakistan and India; China and India; China 
and Taiwan; Israel and various Arab/Persian 
states; Qatar and Arab adversaries; North 
Korea and several other countries/corpora- 
tions. Many of these attacks have been done 
through hackers who may or may not have 
formal affiliations with the governments 
that deliberately fail to prosecute them.

States that are deeply engaged in cyberes
pionage and cyberwarfare, such as Russia, 
would not want to be exposed. Some may 
only want the United Nations to investi
gate on a case-by-case basis, for example, in 
cases where they can be vindicated, instead
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of granting the world organization the inde
pendent authority to launch its own inves
tigations.

States that are deeply engaged in 
cyberespionage and cyberwarfare, such 

as Russia, would not want to be exposed.

The United States has invested the most 
in the cyberdomain, with a Cyber Com
mand created in 2009 to complement the 
geographic combatant commands.23 Since it 
has the most investigative power and a long 
record of cyberspying,24 Washington might 
not wish to lose its predominance. On the 
other hand, the United States may not want 
to police the Internet, so there are possible 
openings for selective UN roles in “cyber
policing.”

Conclusion
Despite the need for cyberpeacekeeping, the 
political will of member states to take action 
is not yet sufficiently developed. But the 
idea could take hold in the collective imagi
nation so that it can be explored when the 
situation warrants. At this point several steps 
could be taken: a group of governmental ex
perts could be assigned the task of exploring 
possible roles and the UN could gradually 
develop its expertise in cyberforensic analy
sis (especially in areas where the UN already 
does investigations, such as human rights 
violations and trafficking in people, drugs, 
weapons, and illegal natural resources). The 
world organization could create a roster of 
national experts for potential service. Then, 
when the need comes, the UN will have a 
nucleus on which to build.

Real progress will probably come only af
ter a cybercrisis hits the nations of the world 
and they realize, once again, the need to

work together for global solutions to global 
problems. It took the Suez Crisis of 1956 
for UN member states to accept the no
tion of armed peacekeepers, as proposed by 
Canadian foreign minister Lester Pearson. 
This first peacekeeping force allowed great 
powers (the United Kingdom, France) and 
a regional power (Israel) to withdraw from 
Egyptian territory as an alternative to ex
panding the war.

Real progress will probably come only 
after a cybercrisis hits the nations of 

the world and they realize, once again, 
the need to work together for global 

solutions to global problems.

A catastrophic cyberattack, which is quite 
possible (if not inevitable), would cost the 
world dearly since commerce, governance, 
and personal communications are now so 
deeply dependent on the Internet. Faced 
with a huge disaster bill and a potential for 
vast escalation in attacks, an investment in 
cyberpeacekeeping would seem like a bar
gain. And small steps to expand the UN 
architecture into cyberspace are feasible at 
present. The member states simply need 
to provide some authorization, direction, 
resources, expertise, and political backing. 
This can and should be done while preserv
ing cyberspace as an open and essentially 
uncontrolled domain—a common resource 
for humanity.

A cyberwar of global proportions is pos
sible. But so is cyberpeace. It is up to the 
world to choose the path it takes.
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