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Appendix 1

United Nations peacekeeping
operations, 1948-2010, organized
into four categories: Observer
missions; Interposed forces;
Multidimensional operations;
Transitional administrations

Current operations are indicated by bold abbreviations, which can be
found on the map in Figure 2.1 (page 9).

Keeping watch: Monitoring, technology and innovation in UN peace operations, Dorn,
United Nations University Press, 2011, ISBN 978-92-808-1198-8
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Appendix 2

Special Committee on
Peacekeeping (C34) annual reports:
Excerpts on monitoring and
surveillance technology

The United Nations Special Committee on Peacekeeping is composed of
124 member states that are past or current contributors to peacekeeping
operations. The Committee is mandated to conduct a “comprehensive re-
view of all issues relating to peacekeeping”. After each annual “substan-
tive” session, it presents a consensus report to the UN General Assembly.
The following are passages from those annual reports that deal with
peacekeeping technology (especially monitoring and surveillance tech-
nology). Bold font and underlining have been added to certain keywords
for ease of scanning.

1989 (UN Doc. Aj44/301)

“With regard to the use of high technology in peacekeeping operations, it was
indicated that, in view of its complexity, the issue needed to be further

explored.”

Annex: Working Paper No. 2, “Proposals on Peacekeeping” (submitted
by delegations). B.2. High technology:

“19. A study should be undertaken on possible uses of high technology, such as
surveillance satellites, automatic sensors, radar and night-vision-equipment.”

1990 (UN Doc. A/45/330)

“19. On the possible application of high technology to peace-keeping opera-
tions, the issues of economic feasibility as well as political advisability of using
such technology in this field were raised. It was felt, therefore, that further

Keeping watch: Monitoring, technology and innovation in UN peace operations, Dorn,
United Nations University Press, 2011, ISBN 978-92-808-1198-8
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discussion on the subject would be needed. In the course of the discussion, the
Canadian delegation presented a study on ‘overhead remote sensing for United
Nations peace-keeping,” which was highly appreciated by the working group.”

1991 (UN Doc. A/46/254)

“14. Most delegations welcomed the progress made so far on the question of
resources for United Nations peace-keeping operations. They felt that further
consideration should be given to improvements in such matters as the use of
civilians, training of peace-keepers, supply and stockpiling, and the applications
of high technology.”

1992 (UN Doc. A/47/253)

“96. However, while supporting reforms to enable the United Nations to assess
quickly and accurately information on potential threats to international peace
and security, some delegations were of the view that the United Nations did
not need independent high-tech means for intelligence gathering. What was
needed were better ties with national services that could provide detailed up-
to-date information which would facilitate the United Nations analysis of op-
tions. In this respect, it was suggested that Member States should undertake to
supply, at the request of the Secretary-General, the information which would
permit an evaluation of the situation concerning international peace and secur-
ity. If a Member State so requested, such information should be regarded as
confidential.”

2001 (UN Doc. A/55/1024)

“13. Many delegations endorsed the need expressed in the report of the Secre-
tary-General for additional resources, as well as the better use of existing ones,
in order to improve the functioning of the Department of Peacekeeping Oper-
ations. The same delegations underlined the need for an enhanced use of infor-
mation technology.”

2005 (UN Doc. A/59/19/Rev.1)

“67. The Special Committee agrees that as the United Nations enhances its
capacity to gather field information and assess risks, all forms of technical moni-
toring and surveillance means, in particular aerial monitoring capabilities as
part of United Nations missions, should be explored as a means to ensure the
safety of peacekeepers, particularly in volatile and dangerous conditions and in
situations too dangerous for visual monitoring from the ground. The Special
Committee requests the Secretary-General to provide in his next report to the
Committee a comprehensive assessment in that regard and on the basis of les-
sons learned.”

2006 (UN Doc. A/60/19)

“56. The Special Committee stresses the need for priority action by the Depart-
ment of Peacekeeping Operations to examine how all forms of technical moni-
toring and surveillance means, in particular aerial monitoring capabilities, can
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be used by the United Nations to ensure the safety and security of United
Nations peacekeeping personnel, particularly those peacekeepers who are de-
ployed in volatile and dangerous conditions, and in situations too dangerous
for monitoring from the ground. The Special Committee recommends that the
Department of Peacekeeping Operations engage troop-contributing countries
in a dialogue on this issue. The Special Committee reiterates yet again its re-
quest to the Secretary-General to provide the Special Committee in his next
report with a comprehensive assessment in this regard.”

2007 (UN Doc. A/61/19)

“45. The Special Committee welcomes the study launched by the Secretariat on
the use of advanced monitoring and surveillance technologies to tangibly im-
prove operational capabilities, achieve results in the field and promote the
safety and security of peacekeeping personnel. Recognizing the urgent need
for Peacekeeping Operations to standardize the use of advanced technology,
particularly in missions operating in dangerous environments or mandated with
challenging tasks, the Special Committee requests the Secretariat to develop
appropriate modalities for the use of advanced monitoring and surveillance
technologies with due attention to legal, operational, technical and financial
considerations as well as the consent of the countries concerned with regards
to their application in the field.

46. The Special Committee calls on the Secretariat to engage in the utilization
of advanced monitoring and surveillance technologies where appropriate, par-
ticularly in more dangerous missions, and present a report to the C-34 in its
next session on the steps taken by the Secretariat towards achieving these ends
and any further suggestions for consideration by the Special Committee. The
Special Committee encourages dialogue among member states and between
member states and the Secretariat to meet the objectives stated above.”

2008 (UN Doc. A/62/19)

“50. The Special Committee requests the Department of Peacekeeping Opera-
tions to present a progress report to it before its 2009 substantive session on
the use of advanced monitoring and surveillance technologies in United Na-
tions peacekeeping operations. The Special Committee continues to request the
Secretariat to develop appropriate modalities for the use of advanced monitor-
ing and surveillance technologies with due attention to legal, operational, tech-
nical and financial considerations as well as the consent of the countries
concerned with regard to their application in the field.”

2009 (UN Doc. A/63/19)

“42. The Special Committee notes the progress made towards a wider and sys-
temic use of technology in peacekeeping operations. However, the Special
Committee believes further progress is required. In this regard, the Special
Committee requests the development of a United Nations policy on monitor-
ing and surveillance technology, and looks forward to a report on this subject
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within six months of the issuance of this Committee’s findings. The Special
Committee believes that due attention should be given to legal, operational,
technical and financial considerations and especially the consent of the coun-
tries concerned with regard to their application in the field.”

2010 (UN Doc. A/64/19)

“43. The Special Committee notes the progress made towards a wider and sys-
temic use of techmology in peacekeeping operations. However, the Special
Committee believes further effort in this direction is required. In this regard,
the Special Committee requests the Secretariat to continue its work towards
the finalization of the draft policy for the use of monitoring and surveillance
technology in the field missions, and looks forward to a report on this subject
within six months of the issuance of this Committee’s 2010 report. The Special
Committee looks forward to considering the legal, operational, technical and
financial considerations contained in the report and especially the element of
the consent of the countries concerned with regard to the application of such
means in the field.”
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Appendix 3

Possible sensing technologies
for peacekeeping, categorized
by type of signal detected

Keeping watch: Monitoring, technology and innovation in UN peace operations, Dorn,
United Nations University Press, 2011, ISBN 978-92-808-1198-8



SUOIIPUOD IAYIeIM [[B Ul pue Jy3Iu
pue Aep ‘sjuowrfodop pue suodeom jodg
poads 9[o1YoA QUTWLINA(

(suonenyis
a8e)soy '3-9) swoolr apisur odoad 10910
soAeI3 ssewr 1o suodeom paung purj

QuOZ palojiuow Jurjud uosiad 10910

suonsod  sjuejequIod
JO UoNeIO[ ‘paads J[OIYoA QUIWINA(]

SUOTIBOTUNWWIO)
IB[N[2D PUE OIPBI IOJIUOW PUB JAIIIIY

sjonied o3 pre ‘yy3u je seare pajyqryoid
10 SOUI[ I1J-9SBID SSOIOE FUIAOW

SOIpOQ WIeM ‘S9[orgoA Surjerodo 9jed0]
QUOZ JIIJUOD/POZLIB[IWIIP B UT

soporyaA ‘syuey ‘sdooxy oapia 1o ydeigojoyq

wo 06—¢
wo 001-1°0

(zHO 01-T) wd O¢—¢

(Arreord&y “ZHIN 006-0€) W 0T-€°0
(zHD 0v—92 :pueq ™Y ZHD 9Z-81

:pueq-y ZHO 718 :PUBQ-X) WO (g—¢

wr 170
-+ o3uer yiduooaem oy} ul ‘109[qo Aq
PO1O9[JoI pUB UI)SAS IOSUDS O} WOIJ
SuneursLIo ‘uoneIpeI d1)OUTLWOI)I

(zHD € — ZHI 00€ ‘AHN “ZHN
00€-0€ :AHA ‘ZHI 0£—¢€ :JH) wo €<
wrl 0'00€-0C1
wrl 02106
wn 0'6-0°¢
wrl o'¢—p']
wnl " 1-£°0

wn £ 040
* ISUQ[OARM JO ‘POIdAPRI
10 POYIW ‘UOTIBIPEI J1}OUFBWOII[T

Iepel ainjrode ooy uks
Iepea 19[ddoq

Iepel Sunenouad-[ep\
Iepel Sunerjouad-punoln

Jeper 90UR[[IOAINS PUNOID)

(SurSuey pue Sunoelp( opey) YVAVI
(SuiSuey

pue uono3R( WSIT) IVAI'T

(9Apo®) SUISUIS IPIUTLWONIIY

SULIO)TUOW ABM-OIPRY

dI-red

(JIMT) daem Suo]

(JIMIN) 2aeM PIA

(MIMS) 2AeMm 110US

poIeIul TRON
(Sursuos

jeay "o'1) Surdew (¥Y]) paieijul
(oo1809p pojdnoo-o3reyo

1o wy Juisn) urdewr JysI [qISIA

(aa1ssed) Sursuas dpoudewondd

asn jo sordwrexyg

painseaw AinuenQ)

A3oouyoay,

painseowr [eudis Jo odA) Aq Surdooyeorad 10] sor3ojoutd9) 3ursuas 9[qissod '€V 2[qel,

230



Surrojruow suonoUESs
107 oreos doje Fuissed yonn) ySropn
jutodyooyd IeaU 10 91039q S0 ‘speol
POIOIITOW UO SUTAOW SOOTYA J0939(]

98eI0)S WOIJ PIAOWDI IO SPBOI UO[E
Surj[oaen) o1e syue} Ji 3191 opraoid
s1y paiy Ayjred/opis yorym ouruIolo

sjuoge
uodeom [BOTWAOYD 10] S[[OYS AIQ[[I1Ie 9qOIJ

sourw-eas jo 2ouasaid 10

seaIe pajorIisal ojul agessed diys aa1esqQ
SBaIe POJOLIISAL

03Ul UOISNIIUT JUBIBQUIOD IO A[IIYAA J93}0(J
(Sururw ur pue 3unsa) saarsofdxo

ur ‘3-9) suorso[dxd punoidropun 39919

speol
uo 3uissed S9[OIYA ‘SP[OY UL SOUIW }9939(]
Suryyoro [euosrod yieauaq 10 SOSELD
uopoom/[ejouwr opisur suodeam AJuopy
souoz Ag-ou gune[oia soue[d 19919

oyed oAT}ISUOS-0INSSAI]
oqn) snewnoud

10 (o1nooreozard 1o onndo-a1qy) 9[qes v
S

1oe3u09 uo pardde (urens 10) arnssaid

(w g — wd 1 QISusjesem) ZHY (T —
ZH (g Aouanbaij jo Ire ur soaem punos

ZHY 0z< Aouonbaij oaem punog
(oAnoeE)
wo ()¢-1°0 ‘(earssed) wny [ - wo O
1SUS[OABM JO ‘IOIBM UL ‘SOABM J1ISNOJY
20®JINS S, q)Ieyg
oY) Suofe JuI[[oABI) SOABM O1ISE[H
90®JINS $)1 JUO[R pue IOLIdUT S, [)Ie
9y} ySnoay) SuI[[oABI} SOABM OIISB[

$109[qo onjougewo110] o31e]
0} onp suoneqinjrad proy onouey

SoNjoWoURU €—¢()°()
o 0s—¢

o1eos 1YIIoM.
9[qEd QANISUAS UTENS

SJuIsuds ureIn)s pue NSsAIJ

ouoydoIdry

Surqoid punosenjn

uonoalap (Surduey

pue UOIESIABN PUNoOS) ILUOS
ouoydoogd e

Sursn (93ueI-110YS) UOI}OIIOP JIWSIOS
JI9)JOWOWSIAS

e Suisn (98ue1-3uof) SuIsuos dIWSIAS

SuISuds dABM d1ISNOYY

uond3)3p (PRY
J11199]9 dne)s-isenb pue) spaugey

Surewr pue uor09p Aevi-y
IBpRI QOUR[[IOAINS [BLIOY

231



232

Appendix 4

Summary of the benefits of
various monitoring technologies

Keeping watch: Monitoring, technology and innovation in UN peace operations, Dorn,
United Nations University Press, 2011, ISBN 978-92-808-1198-8



BENEFITS OF MONITORING TECHNOLOGIES 233

Table A4.1 Summary of the benefits of various monitoring technologies

Monitoring technology

Benefits

Video monitors

video cameras

web cameras
closed-circuit television
digital video networks
aerial and space-based

Night vision

image intensifiers
thermal imagers

Motion detectors

Radars

air surveillance (ASR)
artillery locating

ground surveillance
ground penetrating (GPR)
synthetic aperture

marine

weather

supplement observation by the human
eye

zoom capability for higher-resolution
imagery

monitor current conflict zones nearby,
from the air or from a remote location
spot approaching threats in daytime
and in illuminated areas at night (e.g. in
UN compounds)

verify commitments made in peace
agreements, spot violations of human
rights

detect illegal activities, including
malicious acts, smuggling or sanctions
evasion

share imagery in real time and in
reports

record events for future analysis or for
use as evidence in commissions or
tribunals

e as above, but at night
e allow for night patrols and monitoring

of illegal movements of arms and
personnel at night (including sanctions
evasion and preparations for attack)
thermal imagers can operate in
complete darkness whereas image
intensifiers require some ambient light
(e.g. moonlight or artificial
illumination)

detect approaching humans or vehicles,
especially at night

activate cameras, illuminators and/or
alarms

e operate day and night
e operate in all weather conditions
e detect and/or image aircraft (ASR),

ground vehicles or boats and
individuals

e locate the origins of artillery fire
e discover buried weapons or mass

graves (GPR)
warn of oncoming storms or turbulence
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Table A4.1 (cont.)

Monitoring technology

Benefits

X-ray machines
Acoustic sensors

Seismic sensors
e geophones
® seismic arrays

Chemical sensors

Metal detectors
e hand-held wand
e mine detector

Pressure transducers
e intrusion alarms
e road monitor

Radio-wave monitoring

e signal-locating equipment

e radio scanners / signal monitoring

Positioning and tracking systems

¢ Global Positioning System (GPS)

e transponders and tags

e radio frequency identification
(RFID)

e examine baggage for dangerous/
prohibited items such as weapons

e detect and locate small arms fire
e detect movement of persons or vehicles

e detect personnel/vehicles (geophones)
e detect explosions (seismic arrays)

e detect explosives, poisons and possible
chemical weapons

e check for metal-containing weapons
(hand-held wand)
e detect mines

e detect persons entering camps
e detect vehicles trying to circumvent
checkpoints

e find source of radio transmission
e intercept calls of hostage-takers

e determine location of observer or of
distant objects (using GPS and laser
range-finders)

e relay position to remote monitors
(transponders and tags)

e identify equipment (including stored
weapons, using RFID)

Note: Technologies less likely to be used in peacekeeping include: sonar, ultra-
sound, LIDAR, taut-wire fences, IR break-beam detectors, seals and tags. Nuclear
detectors (Geiger counters) are needed only when nuclear materials present a

danger.
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Appendix 5

Summary of current and
potential monitoring technologies
in UN peacekeeping

Keeping watch: Monitoring, technology and innovation in UN peace operations, Dorn,
United Nations University Press, 2011, ISBN 978-92-808-1198-8
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Appendix 6

Unattended ground sensors:
Summary of a survey

A pioneering opinion survey on the potential use of unattended ground
sensors (UGS) in UN peacekeeping was conducted in 1995 by European
researchers (Altmann et al. 1998) and published by the United Nations
Institute for Disarmament Research. Such UGS can be left in the field to
send signals to peacekeepers. A questionnaire was sent out to peacekeep-
ers and to officials at defence headquarters in various countries, gaining
114 responses out of 185 questionnaires sent. A full 90 per cent consid-
ered ground sensors useful in principle, across the range of possible ac-
tivities considered (cease-fire lines, buffer/demilitarized zones, enclosed
areas, safe havens and using portable sensors). Only 27 per cent had ac-
tual experience with ground sensors, mostly from other military activities,
as would be expected because of the very limited application in current
UN operations.

A majority (68 per cent) believed that the efficiency of a peacekeeping
operation could be increased by using ground sensors, while 29 per cent
disagreed. Some 40 per cent wanted to deploy sensors in a covert fashion,
36 per cent in a purely overt fashion, and 16 per cent wanted the capabil-
ity for both modes of operation. Encrypted signals were preferred by 54
per cent, while open communication was chosen by 34 per cent, with only
7 per cent desiring both. The respondents expected that the unattended
sensors should operate for weeks (46 per cent), as opposed to days (31
per cent) or months (22 per cent), before human intervention was re-
quired. The optimal detection range was 100-1,000 metres for most re-
spondents (49 per cent), although some (25 per cent) wanted a longer
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distance and the rest (9 per cent) could settle for less. The main objects of
detection were considered to be: people (84 per cent), trucks (75 per
cent), tanks (45 per cent), helicopters (28 per cent) and aircraft (28 per
cent). Most respondents desired detection within a few seconds (not min-
utes or hours) and were willing to accept a false-alarm rate of one per
day, but not five per day. A slim majority considered that an acceptable
training time would be one week (51 per cent), while some wanted only
one day (35 per cent) and others a full month (7 per cent).

A few of the many desirable features cited for UGS were: theft-proof
installation; remote on/off switching (for example, to activate sensors at
the beginning of a curfew); the capability to differentiate between ani-
mals and humans, as well as between armed and unarmed persons; and
compatibility with existing computer and communications systems. In
addition to those inferred from the above, the listed concerns were: the
possibility of increased complexity in the operation; the potential need
for more troops to guard or periodically check the sensors and respond
to the alerts; the need for technical expertise for operation and mainte-
nance; the degradation of sensor capabilities owing to weather, terrain
and other factors; increased UN involvement necessitated as a result of
increased information.

Practical suggestions included: including the use of unattended sensors
in the mission’s mandate (or the Status-of-Forces Agreement) to lessen
any fears the parties might have of unwarranted observation, and includ-
ing backup systems and methods in case the sensors fail. In considering
how peacekeeping expertise with sensors should in the future be in-
creased, most felt that cooperation among nations is the best means to
develop the technologies (41 per cent). Others preferred UN ownership
(30 per cent), while the remainder preferred other means (29 per cent).

The respondents were almost exclusively from the military component
of peacekeeping missions; the civilian members of the peacekeeping com-
munity were under-represented (only 5 per cent of the respondents). The
survey covered a much more limited set of tools than the present work.
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